Upload Palo Alto in EVE-NG:

Open WInSCP, once you connected to WinSCP type the IP address of EVE-NG in host name
choose the File Protocol: SFTP, Port number: 22, User names: root and Password: eve.

= — e 201 F== D = =
By Login — >
= Mew ~
L New Site Session
B root@192.168.17.128 File protocol;
SFTP e
Host name: Port number:
|192. 168.17.128 | | 27l |
User name: Password:
|rnnt | |---| |
Save - Advanced... IV
Tools - Manage - Login hd Close Help

The column on the left represent file on local machine and the column on the right represent
files and folder on remote machine.

B EVE - root@192.168.17.128 - WinSCP - ]
Local Mark Files Commands Session Options Remote Help
IE % E Synchronize | Bl g? @ {:ﬁ @ Queue ~ Transfer Settings Default = L@ @
= root@192.168.17.128 X G New Session
= D: DATA ~E-E - EEOf %S root =Rk B @& D FindFiles |t
£ New ~ 5 New =
JAEVEY I Local Machine froot/ I Remote Machine
Name 7 Size Type Mame Size Changed Rights Owner
Parent directo| | £ .. 10/18/2019 11:31:06 AM T =X =X root
viosl2-adventerprisek®-m.03.2017 File folder
paloalto-8.0.0 File folder
FortiGate-VME4-KVM v6.0.3 File folder
Fortigate File folder
EVE-Working-Ready File folder
asav-971-001 File folder
asa-915-k8 File folder
_'] L2-ADVIPSERVICESKI-MS HIGH_IROM_20160628.bin 102579 KB BIN File
_'] L2-adventerprise-13.1b.bin 65,045KB  BIN File
_1 i86bi-linux-12-adventerprisek-13.2d.bin 102,575 KB BIN File
EEVE-NG-Win-CIient-Pack.exe 95,888 KB Application
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Go to the path opt->unetlab->addons->gemu on the remote machine.
&1 gemu - root@192.168.17.128 - WinSCP

Local Mark Files Commands Session Options Remote Help

[ % @ Synchronize | Bl @ = {E} Cueue ~ Transfer Settings Default < Fé‘ <
& root@192.168.17.128 X |ﬁ Mew Session
_D:'E" 4= - ﬁjg e gemu 'E" 4= - mm [, Find Files =
» » B New -

DA\EVE\ /opt/unetlab/addons/qemu/ |  Path to enter

Marne N Marne w Changed Rights Qwner

. + 6/9/2018 10:51:25 AM PWKF-XF-X root
vios|2-adventerprisek8-m.03.2017 asa-913-16-k8-CL-L 10/18/2019 9:01:20 AM PWKF-XT-X root
paloalto-8.0.0 asav-971-001 10/18/2019 9:01:10 AM PWKF-XT-X root
FortiGate-VMB4-KWVM v6.0.3 asav-992-100 10/18/2019 9:00:5% AM PWKF-XF-X root
Fortigate asav-9101-100 10/18/2019 9:00:46 AM PWKF-XT-X root
EVE-Working-Ready coeus-10-1-3-039-5000V 10/18/2019 9:34:29 AM PWKF-XT-X root
asav-971-001 csr1000v-universalkd.03.17.04.5.156-1.54 10/18/2019 9:00:11 AM PWKF-XF-X root
asa-915-k8 cucm-11.5.1 10/18/2019 12:28:48 PM MWK T=XT=X root

|J L2-ADVIPSERVICESKS-MS.HIGH_IROMN_20160628.bin nxosvik-Cisco 10/18/2019 8:57:56 AM PWHT=X =X root

|J L2-adventerprise-15.1b.bin vwlc-8.7.102 10/18/20199:31:33 AM MWK T=XT=X root

|J i86bi-linux-12-adventerprisek-15.2d.bin win-7-x86-IPCC 10/18/2019 9:30:41 AM MWK T=XT=X root

ﬁ!EVE-NG-Win-CIient-Pack.exe winserver-52008-R2-x64d 10/18/20199:27:31 AM MWK T=XT=X root

|J c7200-advsecuritykd-mz. 150-1.M.bin xrv-k9-6.0.1 10/18/2019 8:58:12 AM MWK T=XT=X root

Create a directory in your system using the name:paloalto-8.1.0 copy the file downloaded to
paloalto-8.1.0 folder rename PA-VM-KVM-8.1.0.qcow2>> virtioa.qcow?2 the name must be:
virtioa.qcow2

This PC » DATA(D:) » EVE > Create Folder paloalto-8.1.0 (8.1.0 is version)

s

& Mame Date modified Type Size

||:] PA-UM-K'JM-S.1.'D.|:|CDWE| 12/10/2079 %31 AM QCOW2 File 2,207,433 KB

Convert PA-VM-KVM-8.1.0 to virtios keep same .qcow2 extension

|:] virtioa.qoowd 12/10/2019 %:51 AM QCOWZ File 2,207,433 KB

Navigate to the folder from local to remote machine and upload. Once the process completed
the file will be available immediately.
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& r00t@192.168.17.128 X [ New Session

_,D:vg"Y o= - QEE' Df_-, gqemu vgvv = - m@ [, Find Files DD

E—ﬁ Upload - ¥ é Properties * » E5 New -
|D:\EVE\I fopt/unetlab/addons/gemu/ I
Name v MName .. Changed Rights Owner
. . 6/9/2018 10:51:25 AM PWX =X =X root
viosl2-adventerprisek8-m.03.2017 asa-915-16-k8-CL-L 10/18/2019 9:01:20 AM WX =X root
Drag the paloalto-8.1.0 asav-971-001 10/18/2019 9:01:10 AM TWH-XT-X root
paloalto-8.0.0 folder & drop in gemu asav-992-100 10/18/2019 9:00:5% AM PWHT-XT-X root
FortiGate-VMB4-KVM vB. B 2 mote folder asav-9101-100 10/18/2019 9:00:46 AM PWH =X T-X root
Fortigate coeus-10-1-3-035-5000V 10/18/2019 9:34:29 AM PWH =X T-X reot
EVE-Werking-Ready csr1000v-universalkd.03.17.04.5.156-1.54 10/18/2019 9:00:11 AM PWH =X T-X reot
asav-971-001 cucm-11.5.1 10/18/2019 12:28:48 PM WX =X root
asa-915-k8 nxosvik-Cisco 10/18/2019 8:57:56 AM PWHT-XT-X root
|:] L2-ADVIPSERVICESKS-MS.HIGH_IRON_201606, wwlc-8.7.102 10/18/2019 9:31:35 AM PWHT-XT-X rect
|J L2-adventerprise-15.1b.bin win-7-x86-1PCC 10/18/2019 9:30:41 AM PWH =X T-X root
|J i88bi-linux-12-adventerprisek3-15.2d.bin winserver-52008-R2-x64 10/18/2019 9:27:31 AM PWHT-XT-X reot
ﬁ?’E‘u‘E—NG-Win—CIient—Pack.ae W | ane-k9-6.0.1 5% Uploading ? b root
|| €7200-advsecuritykS-mz.150-1.M.bin
|J c7200-adventerprisekd-mz.132-4.56.image Ig File: D:\EVE \paloalto-a. 1.0Yvirtioa. grow2
[ c7200-adventerprisekd-mz.152-4,56.bin Target:  Joptfunetiab/addons/gemu/
|J c7200-adventerprisekd-mz.152-4.52.image By
IJ c3725-adventerprisekS-mz.124-15.T14.image Time left: 0:02:06 Time elapsed: 0:00:07
|| £3725-adventerprisekd-mz.124-15.T14.bin Bytes transferred: 113ME  Speed: 16.1ME/fs
[7] c3640-jk95-mz.124-16.bin -
| ] €1710-bk8no3r2sy-mz.124-23.image
®E - 5D - Ounlimited  ~

Save the configuration by fixing the permissions using the following command on EVE-NG.
/opt/unetlab/wrappers/unl_wrapper -a fixpermissions

{rir Home: [ EVE [C] GNs3 vM [C] Pa-8 [C] wsa-g [C] PAFWa

rootBeve-ng :"#
rootPeve-ng : i

rooteeve—ny :“# | sopt- unetlab urappers-unl_uwrapper -a fixpermissions)

Open the EVE-NG in the browser then ‘Add an Object’ and select the Node.

@5 EVE | Topalogy X +

ra C ¥ © Notsecure |[192.168.17.128/legacy/ |

Add a new object

= ADD A NEW NODE
2 Node

& Network
Template

Ll Picture
Nothing selected

O Custom Shape

A Text ‘ |
Nokia 7750 10M

i Auto Align

Ostinato
|PaloAlto VIM-100 Firewall I_ Now Palo Alto Image is Visible

pfSense Firewall

Right Click to Add new object
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Add an object’ and select the Network make Type Management(Cloud0) and press Save button.
&< C Y @ Notsecure I192.168.1T.128_;"Iegacy_;’ I

Add a new object
ADD A NEW NETWORK

B \ode

« Network

] Number of 1 [£]
Gl Picture networks to add
O Custom Shape
Name/Prefix Nek
A Text \\\\ /

i1 Auto Align Type IManagement({Cloud0) -
Left 886
Top 244
Right Click Add a new object
Network Choose Type: Save Qe

Management(Cloud0) and press Save

Connect Network Object to PaloAlto mgmt. port.

- MHet
P Paloalto

Start the PaloAlto node, Wait for mint or two. It will get the IP address from DHCP server if
available or you can set static IP address.
QEMU (PaloAlta) — O *

SEBCRLLOOF 1

wm login: [DHCP: new ip 192.168.17.135 : mask 255.255.255.0

Type the default username admin and password admin to login to Palo Alto Firewall.

m login: DHCP: jnew ip 192.168.17.135 : mask Z55.Z55.2Z55.0

m login: jadmin
Fassword:

umber of failed attempts since last successful login: ©

iz still configured with the default admin account credenti
Please change your password prior to deplogment.
dmin@EFA-—UM>
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Now can manage the PA-VM node via GUI, Use the computer that connected to management
network; then use web browser to navigate https://192.168.17.135 Login using admin/admin
This is the error of local signed cert, just ignore it and proceed with the connection.

A Not secure | 192.168.17.135

Ab

Your connection is not private

Attackers might be trying to steal your information from 192.168.17.135 (for example

passwords, messages, or credit cards). Learn more
Hide advanced Back to saf(t(y

This server could not prove that it is 192.168.17.135; its secunity certificate is not trusted

by your computer's operating system. This may be caused by a misconfiguration or an

attacker inteércepung your connection

[ Proceed to 192,168.17.125 (unsafe) I

Type the IP address of Palo Alto Firewall in nay browser, Default username is admin and
password is admin

1 192.168.17.135/php/login.php

0 paloalto

NETWORKS®
Username | admin =
Password | seses =
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https://192.168.17.135/

There will be pop-up asking to reset the password to new one as you logged in with default
password. Need not to worry and click on OK.

Lagin x +

192.168.17.135/php/login.php

192.168.17.135 says

Warning: Your device is still configured with the default admin account
credentials. Please change your password prior to deployment.

GUI window for Palo Alto, this is the dashboard.

@5 EVE | Topology

<« C O A Not securel 192.168.17.135/#dashboard:vsys1 |

paloalto

HETWORKS

x HR PA-VM

x + - >

Dashboard

 Coumrs -]

Monitor

Widgets

Policies Objects

10:58:36

Network Device

General Information S X J Logged In Admins S X J Config Logs S X
Device Name  PA-VM Admin  From Client  Session Start Idle For lo data available.
MGT IP Address  192.168.17.135 (DHCP) admin 192.168.17.1 Web 12/11 23:08:11 d
MGT Netmask ~ 255.255.255.0 admin Console ar 12/11 23:01:10 00:54:35s Locks S X
MGT Default Gateway — 192.168.17.2 Mo locks found
MGT IPv6 Address  unknown Data Logs 2 X
MGT IPv6 Link Local Address  fe80::5200:ff:fe01:0/64 Mo data available. ACC Risk Factor (Last 60 minutes) =X
MGT 1Pv6 Default Gateway 0.0
MGT MAC Address ~ 50:00:00:01:00:00 System Logs L2 IES o— —
pode e Description Time
serial - unknovin DHCP RENEW: interface eth0, ip 192.168.17.135 netmask 12/11
CPUID  KVM:23060000FDFB8B07 255.255.255.0 dhcp server: 192.168.17.254 23:58:00
UUID  95EDBE7E-AS37-4B75-9C4B-495524461600 Connection to Update server: updates.paloaltonetworks.com 1211
completed successfully, initiated by None 23:55:03
P e Connection to Update server: updates.paloaltonetworks.com 12/11
VM Mode  KVM completed successfully, initiated by None 23:50:12
Software Version  B.1.0 Connection to Update server: updates.paloattonetworks.com 12/11
bl completed successfully, initiated by None 23:45:07
GlobalProtect Agent  0.0.0 DHCP RENEW: interface ethd, ip 192.168.17.135 netmask 12/11
Application Version  769-4439 255.255.255.0 dhcp server: 192.168.17.254 23:43:11
URL Filtering Version  0000.00.00.000 Connection to Update server: updates.paloaltonetworks.com 12/11
completed successfully, initiated by None 23:40:03
GlobalProtect Clientless VPN
Version ° Connection to Update server: updates.paloaltonetworks.com 12/11
completed successfully, initiated by None 23:35:09
[ineiiiadlDaci123:28:3 512015 Connection to Update server: updates.paloattonetworks.com 12/11
Uptime 0 days, 1:10:36 completed successfully, initiated by None 23:30:03
DHCP RENEW: interface eth0, ip 192.168.17.135 netmask 12/11
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